
• Proprietary, cloud-based SOC-as-a-Service delivered as SaaS with Multi-Level Multi-
Tenancy & available Cloud/Partner licensing model 

• 15+ integrated security tools with 700+ data connectors 
• Proven & mature SOC model 
• Fully extensible via APIs  
• Compliance support for NIST, NYDFS, GDPR, CIS, FFIEC, PCI, DOD and Homeland 

Security 
• Transparent pricing per monitor and easy (<4 hr) deployment

• Intelligently augments log file analysis with cross-layered, real-time detection 
and response of up to 700+ connectors in real-time 

• Heuristic and AI-driven technologies analyze security and performance 
• Technology agnostic - can be integrated with any 3rd party or custom 

solutions 
• Supports custom directives, escalation rules & policies

xenexFoundation

xenexXDR+ (Cross Correlation)

xenexFoundation+

xenexFoundation & xenexXDR+
• Enterprise Risk meter 
• Enterprise-class SIEM with full network & host visibility 
• Enterprise-class Log Management w/ long-term retention & 

archiving 
• Hacker Diversionary Security 
• Customizable dashboard with drill down 
• Deep search, filtering and forensic analysis 
• Policy / rules-based customization and analysis 
• Custom alerts based on processes and individual events 
• Signature-based & AI-based threat detection 
• Asset discovery & endpoint detection 
• Vulnerability Scanning (scheduled and on-demand) 
• Availability – servers/services status monitoring & reporting

• Native connection and integration with major industry-leading security tools 
• Use native API services for rapid custom integrations 
• All participate in xenexXDR+ Cross Correlation Engine

Pro Services
• FastStart - Get a invaluable baseline view of your current security 

posture and get up and running quickly with vulnerability scanning, 
app security, penetration testing, compliance reviews & more 

• On-demand vulnerability scan & PEN test

• vCISO - Virtual CISO services supporting 
strategy, ongoing roadmap development, regulatory 
and compliance consulting & more 

• Remediation Services - key expertise and 
support for remediation efforts 

• Regulatory and certification 
• XeneX proudly offers world-class, white glove delivery & support 
• XeneX Services provides total peace-of-mind delivered by a world-class 

global security team, ready to help when you need them 
• From setup to operations, to growth and emergency services, Xenex has 

your back 
• XeneX Advanced global security team provides 7/24/365 monitoring

7/24/365 Monitoring
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xenexFoundation+

SOC-as-a-Service

xenexXD • AI-based biometric MFA 
• AI-based detection with automated or supervised response 
• Browser isolation technology

• HIDS root kit and system file monitoring 
• NIDS (network intrusion detection service) 
• NetFlow protocol and performance analytics 
• Packet capture and analysis 
• Continuously updated intelligence feeds 
• Support for public, private & hybrid clouds 
• Agent & agent-less connectivity 
• Antivirus and anti-malware 
• Monthly / weekly security overviews 
• Over 120+ standard reports + customization 
• Scriptable or manual deployment 
• Multi-level multi-tenancy 
• Scalable from shared services to enterprise

XeneX SOC-as-a-Service At-a-Glance | www.xenexsoc.com 

http://www.xenexsoc.com

